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PROJECT DESCRIPTION

There is an increasing research interest in security as a user experience issue (Zagouras et al, 2017), and
some calls to examine the information practices around privacy and security (eg Dourish & Anderson,
2006). However, while there has been research into these areas, particularly by those designing systems,
the focus has been on users working in an organisational context. There has been little academic
research into activities in relation to digital identity, whereby digitally-unsure users ask for support to
access systems (for instance to claim benefits (Lips, 2013; Whitley et al, 2014)) from their trusted social
network (Cruickshank et al, 2020). These can range from information professionals such as librarians or
digital inclusion officers, but can also include family members (Buchanan et al, 2019; Levy & Schneier,
2020). There has beeb some research into how the risks are perceived (Haynes & Robinson, 2021) but
there are gaps in research from the perspective of the digital or information literacies involved.

The work on the doctoral study PhD will focus on how these citizens perceive and manage the risks
associated with their digital identity/ies, focussing on scenarios the less digitally confident share their
details with others. The study will address the gap between (a) users’ real-world information practices
around sharing access to digital identifiers and (b) the assumptions of self-management that underpin
many identity infrastructures.

The RQs that this project will address are:
1. What are the literacies involved in managing digital identity
2. What are the agency and trust decisions around sharing identity information
3. How do less digitally literate citizensperceive and manage the resulting risks

The research aspects of this project are information and people focussed. This project is for a student an
interest in information practice research, but also ability to understand and explain the underlying
technical solutions

The research will be conducted within the social informatics research group , where the PhD student can
will join a lively and support community of researchers. The group was highly rates in the recent REF2021
assessment exercise, with a very strong research environment. We have excellent international links and
a good track record of working collaboratively with partners in the UK and around the world. Our high
profile digital identity and trust lab may also be of relevance to this project.

Perspective applicants are encouraged to contact the Supervisor before submitting their applications.
Applications should make it clear the project you are applying for and the name of the supervisors.

Academic qualifications

A first degree (at least a 2.1) ideally in information science, user experience or allied subject with a good
fundamental knowledge of information practices or literacies. We are open to students with a
cybersecurity background with a demonstrable interest in this form of research..

English language requirement
IELTS score must be at least 6.5 (with not less than 6.0 in each of the four components). Other,
equivalent qualifications will be accepted. Full details of the University’s policy are available online.

Essential attributes:
e Experience of fundamental concepts in information science research
e Competent in qualitative research techniques such as interviewing, document analysis and focus
groups



https://www.napier.ac.uk/research-and-innovation/research-degrees/application-process

e Knowledge of the concepts behind identity, privacy, security and trust.

e Good written and oral communication skills

e Strong motivation, with evidence of independent research skills relevant to the project
e Good time management

Desirable attributes:

The ability to work comfortably a range of people, and with the technical concepts (and those that
implement them) that will be encountered.
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Enquiries For informal enquiries about this PhD project, please contact Dr Peter
Cruickshank, p.cruickshank@napier.ac.uk
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