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Project description:  
 

Operational technology (OT) and, more concretely, industrial control systems 
(ICS), referring to computing (software) and control systems (hardware), used 
for monitoring and control of industrial processes is utilized across a wide 
variety of sectors, such as oil and gas, power grids, transportation, critical 
manufacturing, just to name a few. ICS operate based on the data received 
from field devices, forming a complex network of sensors and associated 
computing units on different levels. Large ICSs are usually distributed to 
ensure fast processing time and mitigate probable processing failures. 
Distributed control systems (DCS) implement supervisory control and data 
acquisition (SCADA) for high-level supervision of the processes. The 
encompassing ecosystem of connected devices, embedded with sensors and 
software, exchanging data over the Internet is called the Internet of things 
(IoT). Artificial intelligence (AI) and machine learning (ML) techniques 
employed either on the cloud or on the IoT devices, enhance the functionality 



and adaptability of these devices and, thus, the overall performance of the 
given ICS (Marengo, 2024). However, the deployment of AI and ML 
techniques in IoT need to balance between their performance and complexity, 
as well as to be privacy-preserving (Xu et al., 2021), for which possible 
solutions can be provided by utilizing federated learning (FL) techniques (Liu 
et al., 2024). Another issue, especially in the case of geographically diverse 
IoT, is the need for execution of low-latency analytics closer to the data 
source, which can be addressed by utilizing edge computing (EC) techniques 
(Kong et al., 2022). 

 
The aim of this project is to address the main challenges in training and 
deployment of AI and ML models attached to IoT devices in distributed 
networks to enable on-site decision-making as well as sharing data with 
centralised predictive analytics models to provide a feedback loop enabling 
improved local decision-making. The objectives are the following: 

 
1) Investigating suitable privacy-preserving, federated learning and edge 

computing AI/ML techniques for industrial control systems in various 
application domains. 

2) Implementing baseline AI/ML solutions for IoT networks. 
3) Research and development of novel AI/ML solutions for IoT networks 

balancing performance, latency and privacy. 
 
 

The PhD project is sponsored by CGI, a global IT and business consulting 
firm with a strong presence in Scotland.  During the course of the PhD, the 
student may have opportunities to undertake short internships/visits to the 
company.  Staff from the company may also periodically attend supervision 
meetings. 
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Candidate characteristics 

 
Education:  

A first degree (at least a 2.1) ideally in Computer Science or equivalent with a 
good fundamental knowledge of machine-learning and artificial intelligence. 
 

English language requirement 
IELTS score must be at least 6.5 (with not less than 6.0 in each of the four 
components). Other, equivalent qualifications will be accepted. Full details of 
the University’s policy are available online. 
 

Essential attributes: 
• Experience of fundamental techniques in machine-learning and software 

engineering  
• Competent in programming and using software frameworks 
• Knowledge of Internet of things and cloud computing 
• Good written and oral communication skills  
• Strong motivation, with evidence of independent research skills relevant to 

the project 
• Good time management 

 
APPLICATION CHECKLIST  

• Completed application form   
• CV  
• 2 academic references, using the Postgraduate Educational Reference Form 

(download) 
 Research project outline of 2 pages (list of references excluded). The outline 

may provide details about 
o Background and motivation of the project. The motivation, explaining 

the importance of the project, should be supported also by relevant 
literature. You can also discuss the applications you expect for the 
project results. 

o Research questions or objectives. 
o Methodology: types of data to be used, approach to data collection, 

and data analysis methods. 
o List of references. 

The outline must be created solely by the applicant. Supervisors can only 
offer general discussions about the project idea without providing any 
additional support. 

 Statement no longer than 1 page describing your motivations and fit with the 
project. 

• Evidence of proficiency in English (if appropriate)  

Contact:  

For informal enquiries about this PhD project, please contact Tomas Horvath 
t.hovath@napier.ac.uk  
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