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Project description:

The rise of Electric Vehicles (EVs) drives an increase in demand and rapid
development of the charging infrastructure, where a charger interconnects with an
EV and a charging provider as well as a site controller to authorise charging
sessions and report any errors. Charging providers may federate with each other
to permit cross-network interoperation and will incorporate with energy companies
for automated billing in the near future. Exploring the operations and security of
such an interconnected system is, therefore, crucial to avoid building insecure
infrastructure.

Attacks on these interconnected systems stretch their potential impact from
relatively minor local effects to long-term national disruptions. This project aims to
explore the Electric Vehicle Supply Equipment (EVSE) vulnerabilities and the
impact of cyberattacks on the EVSE environment and to develop innovative
protections (potentially based on zero-knowledge proof, physically unclonable



function, attribute-based privacy-preserving data sharing and data-driven anomaly
detection) to secure the EV charging infrastructure.
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Candidate characteristics

Education:
A second class honour degree or equivalent qualification in Electronic Engineering
or Computer Science with a good fundamental knowledge of Cybersecurity.

Subject knowledge:
o Cybersecurity
e Computer Science
e Electronic Engineering

Essential attributes:
o Experience of fundamental System Security
Competent in handling High Voltage Electrical Equipment and Critical Analysis
Knowledge of Electric Vehicle Charging Infrastructure
Good written and oral communication skills
Strong motivation, with evidence of independent research skills relevant to the
project
¢ Good time management

Desirable attributes:
o Experience in Electric Vehicle Supply Equipment Standards and
Communication Protocols



o Good knowledge of Zero-knowledge Proof, Privacy-preserving Data Sharing
e Preliminary experience in Federated Learning and its applications



