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Project description:  

In the rapidly evolving realm of electric vehicle technology, safeguarding the 
cybersecurity of both electric vehicles and their charging infrastructure has become 
fundamental. The integration of electric vehicles and their charging stations into 
the broader grid introduces complex cybersecurity challenges, necessitating robust 
incident response strategies. Traditional cybersecurity playbooks often fall short in 
addressing the unique vulnerabilities associated with electric vehicles and their 
charging systems. The lack of publicly available community playbooks tailored to 
these needs leaves the electric vehicle ecosystem vulnerable to cyber threats that 
could compromise user privacy, vehicle functionality, and grid stability. In response 
to this, the project aims to create a foundational playbook for electric vehicle and 
electric vehicle charging station incident response, addressing a significant void in 
current cybersecurity practices. This includes a comprehensive threat modelling to 
identify potential threats, vulnerabilities, and attack vectors, considering the 
specific risks to EVs and EVCs, to design more efficient incident response 
strategies. 
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Candidate characteristics 

 
Education:  

A first degree (a minimum 2:1) in Cyber Security, Computing  
 

Subject knowledge: 
Cyber Security, Programming Knowledge  

 
Essential attributes: 

• Experience of fundamental cybersecurity 
• Competent in software development and algorithmic design 
• Good written and oral communication skills 
• Strong motivation, with evidence of independent research skills relevant to the 

project 
• Good time management 

 
 
 
 
 


