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Project description:

The project aims at designing an integrated end-to-end VANET (+ UAV) Simulation
Framework which gets feedback from relevant traffic applications that actually
simulate a realistic VANET environment. The proposed framework is designed to
emulate complex V2X scenarios by incorporating real hardware. Physical On-
Board Units (OBUs) and RSUs are connected to a computer that is running the
proposed simulation framework. For each physical device connected to the
computer, there is a corresponding virtual OBU or RSU in the simulation.

The project objectives are:

e Simulation of a hybridic network with the integration of Dedicated Short
Range Communication (DSRC) with the V2X-LTE technology.

¢ Reproduction of Denial of Service (Dos) and Distributed Denial of Service
(DDoS) attacks in the proposed simulator.

o Utilize a probabilistic cross-layer IDSs for DoS/DDoS attack detection in the
overall simulation framework stack.

e Create novel anti-jamming techniques.
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Candidate characteristics

Education:
A second class honour degree or equivalent qualification in Electrical / Electronic /
Communications Engineering, Computer Science/Engineering, Mathematics with
a good fundamental knowledge of Network Communication Principles, Digital
Communications, software engineering

Subject knowledge:
e Wireless communications, OMNET++, communication protocols, Jamming and
DDOS attacks

Essential attributes:
o Experience of cybersecurity attacks and defenses
Competent in software development
Knowledge of wireless communication principles, protocols, algorithms
Good written and oral communication skills
Strong motivation, with evidence of independent research skills relevant to the
project
e (Good time management

Desirable attributes:
e Team player, eager to learn new technologies, flexible and knowledge of
Python, R or Matlab.



