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Project description:  

Malicious attacks account for a significant portion of attacks to information assets 
and computer networks in organisations today. More specifically, dangerous 
groups of malware that transform their code structures between generations such 
as metamorphic malware, provide a greater attack surface for the perpetuation of 
cybercrimes. This group of malware evade detection by conventional Machine 
Learning models using a number of code obfuscation strategies thus making them 
hard to detect. 
The proposed research will involves the use of evolutionary based adversarial 
learning approaches in defeating complex and dangerous malicious groups such 
as polymorphic and metamorphic malware. This involves the use of adversarial 
learning strategies in the generation of malicious mutants and the augmentation of 
training data with the produced mutants to improve the classification of such 
families of malware. 
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Candidate characteristics 
 
Education:  

A first-class honours degree, or a distinction at master level, or equivalent 
achievements in Computer Science, Cyber Security or Artificial Intelligence 

 
Subject knowledge: 

A good fundamental knowledge of Cybersecurity, Artificial Intelligence, Machine 
Learning and Malware Analysis. 

 
Essential attributes: 

• Experience of fundamental software engineering and cybersecurity 
• Competent in one or more programming languages 
• Knowledge of Machine Learning and interested in Malware Detection 

techniques 
• Good written and oral communication skills 
• Strong motivation, with evidence of independent research skills relevant to the 

project 
• Good time management 

 
Desirable attributes: 

• Knowledge of Evolutionary Computing 
 
 
 
 


