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Cyber-attacks are increasingly posing more and more threat to information assets
and computer systems in general. This is particularly so in industrial control
systems which refer to a generalized group of automation systems employed in
controlling and keeping track of industrial and manufacturing facilities [1]. The
preservation of such safety critical systems against cyber-attacks is germane as
there are far reaching effects of these systems being compromised as such attacks
can affect physical objects and potentially lead to accidents and in some cases
claiming human lives.



Adversarial learning has been proposed as a means of protecting industrial control
systems from cyber-attacks [2] and [3]. This method is designed to generate
malware that takes advantage of the loopholes in ML models. It usually uses deep
convolutional neural network to collect data employed in the analysis of malicious
software, particularly in the categorization of samples as either clean or malicious.
A different network is designed to generate malicious samples to be identified by
the initial network as benign. At first, the network performs poorly but with more
iterations, this leads to an increased ability of the malware created to go undetected
[4].

In the proposed research, an adversarial learning approach would be used in
detecting attacks to industry control systems. This would involve the creation of
adversarial attacks and the training of ML models in detecting the generated
attacks in a competition setting.
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Candidate characteristics

Education:
A first-class honours degree, or a distinction at master level, or equivalent
achievements in Computer Science, Cyber Security or Artificial Intelligence.

Subject knowledge:
A good fundamental knowledge of Cybersecurity, Artificial Intelligence, Machine
Learning and Malware Analysis.

Essential attributes:
e Experience of fundamental software engineering and cybersecurity
e Competent in one or more programming languages
e Knowledge of Machine Learning and interested in Malware Detection
techniques
e Good written and oral communication skills



e Strong motivation, with evidence of independent research skills relevant to the
project
e Good time management



