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Project details

Supervisory Team:
e DIRECTOR OF STUDY: Pavlos Papadopoulos (Email:
P.Papadopoulos@napier.ac.uk)
o 2"° SUPERVISOR: Nikolaos Pitropakis

Subject Group: Cyber-security and system engineering

Research Areas: Computer Science: Cyber Security or Other

Project Title: Privacy-preserving Systems around Security, Trust and Identity

Project description:
Blockpass and the School of Computing at Edinburgh Napier University have set
up an advanced Blockchain Identity Lab (BIL), which aims to support world-leading
research related to cryptography, blockchain, distributed ledger technologies,
privacy-preserving machine learning, and their linkage to sovereign identities such
as decentralised identities and verifiable credentials. It currently supports several
PhD studentships, and due to the successful commercialisation of its work, it aims
to increase this number. Successful applicants in this role will investigate, but are
not limited to, a wide range of areas related to security, privacy, identity,
trust/consent/delegation, and secure software development processes. A key



focus will be on privacy-preserving methods, trusted smart contracts, anonymised
machine learning, and the integration of trust, governance and consent around
distributed models.
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Candidate characteristics

Education:
A first-class honours degree, or a distinction at master level, or equivalent
achievements in Computer Science with a good fundamental knowledge of
computer science and computer security.

Subject knowledge:

Essential attributes:

Essential attributes

Experience of fundamental computer science areas, including a background in
computer security

Competent in programming and software testing

Knowledge of computer security methods, including the fundamentals of
cryptography

Good written and oral communication skills

Strong motivation, with evidence of independent research skills relevant to the
project

Good time management

Desirable attributes:

Desirable attributes
A strong desire to build trusted architectures, which integrate privacy and trust.



