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Project Title: Adversarial machine learning for intrusion detection system 
 
Project description:  

The demand of secure and reliable communication infrastructure has never been 
higher due to elevated number of applications in the present-day world such as the 
Internet of Things (IoT). The integration of numerous IoT-based applications in 
various aspects of our lives, e.g., industrial automation, smart healthcare, smart 
cities, and intelligent transportation has resulted in a continuously growing amount 
of heterogeneous data generated and shared among IoT devices. This situation 
has constituted grounds for intruders to attack on the ubiquitous IoT devices and 
security against these attacks is considered one of the biggest barriers in adopting 
IoT. The aim of this project is to design adversarial machine learning-based 



intrusion detection system (IDS) that can discriminate between normal samples 
and the samples under zero-day adversarial network attacks.  
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Candidate characteristics 
 
Education:  

A first-class honours degree, or a distinction at master level, or equivalent 
achievements in Engineering, Computer Science, Statistics 

 
Subject knowledge: 

• Computing Fundamentals 
• Programming C/C++, Python, Java, Matlab or any other relevant tool 

 
Essential attributes: 

• Committed to pursue higher education in the field 
• Motivated to do PhD 
• Eager to work on development of solutions for today's problems 

 
 
 
 
 


