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ML technologies rapidly expand as they perform predictions or support decision-
making in healthcare, intrusion detection, fraud detection, autonomous vehicles, 
and many other applications. However, their popularity has rendered them 
attractive targets to adversaries who want to manipulate such mechanisms for 
malevolent purposes. Malicious actors can impact the decision-making algorithms 
of such approaches by either targeting the training data or forcing the model to 
their desired output, e.g., misclassification of abnormal events. 



There is a variety of approaches proposed as defence mechanisms for the 
adversarial setting. They include defensive distillation, feature squeezing along 
with other approaches where the models are trained using adversarial examples. 
However, when malicious users change their methodology that creates adversarial 
examples, the ML mechanisms drop their accuracy again. 
Attacks against Machine Learning can have a different background from the 
attacker’s perspective (blackbox, greybox and whitebox attacks). The high-level 
goal of all attack models is to maximize the generalization error of the classification 
and possibly mislead the decision-making system towards desired malicious 
measurement values. The attacks are split into poisoning, where the adversary can 
poison the training dataset and evasion attacks where the adversary can undertake 
an evasion attack against classification during the testing phase thus producing a 
wrong system perception 
The challenge is to create a robust methodology that addresses all the 
aforementioned attacks by acting: 
a) Passively filtering adversarial examples; and 
b) Actively retraining the model under adversarial settings. 
The purpose of the Ph.D.  project is: 
a) to explore the literature with regard to attacks against machine learning; 
b) design a methodology which will 

I. Detect adversarial attacks 
II. Mitigate the attacks 
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Candidate characteristics 
 
Education:  

A second class honour degree or equivalent qualification in Computer Science, 
Computer Engineering, Data Science, Cyber Security, or Information Science 

 
Subject knowledge: 

• Machine Learning 
• Coding skills in at least one object-oriented programming language 
• Coding skills in at least one scripting programming language 

 
Essential attributes: 

• Curiosity and Inquisitiveness 
• Self-Motivation and Discipline 
• Adaptability and Resilience 
• Critical Thinking and Analytical Skills 



• Effective Communication 
 
Desirable attributes: 
 
 
 
 


