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Using several messenger applications like Signal where data are not backed up or 
stored reduces the chance of messages being accessed, but the main problem of 
the data being created and consumed in cleartext on end devices remains. The 
bulk of the already available chat applications is primarily focused on the process 
of data transmission using an E2EE strategy (End-2-End Encryption method). An 
adversary can commit acts of technological violence by installing spyware within 
an application to accomplish a wide range of capabilities. These capabilities can 
include monitoring, changing, or accessing information or credentials that are 
saved on a person’s mobile device. When a mobile user accesses, edits, or 
otherwise manipulates data or credentials in any other way, one way to reduce the 



likelihood of a vulnerability of this kind arising is to use Multi-Factor Authentication 
techniques. 
This project aims on building on our previous E2E prototype mechanism in order 
to provide a holistic solution for securing mobile phones from eavesdropping 
attacks. The solution that will be developed should be able to be applied to any 
mobile phone operating system and be user friendly and robust against 
cybersecurity threats. 
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Candidate characteristics 
 
Education:  

A second class honour degree or equivalent qualification in Electrical / Electronic / 
Communications Engineering, Computer Science / Engineering, Mathematics with 
a good fundamental knowledge of Communication Principles, Digital 
Communications, Cryptography 

 
Subject knowledge: 

• Communication Principles, Digital Communications, Cryptography, Algorithms. 
 
Essential attributes: 

• Experience of fundamental cryptography and cybersecurity 
• Competent in software development 
• Knowledge of communication principles, cryptography, algorithms 
• Good written and oral communication skills 
• Strong motivation, with evidence of independent research skills relevant to the 

project 
• Good time management 

 
Desirable attributes: 

• Team player, eager to learn new technologies, flexible and knowledge of R or 
Java. 

 
 
 


