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PROJECT DESCRIPTION 
Over the past decade, several cyber security attacks have made the headlines targeting several sectors 
and causing irreversible damage on both the financial and social fronts. While the emergence of the 
Internet of Things (IoT) networks has facilitated the deployment of several applications ranging from 
smart homes to smart cities, the state-of-the-art research into the current IoT standards and 
technologies (e.g., 6LoWPAN and LoRa) has uncovered several security issues and shows that IoT 
networks are unavoidably exposed to a large number of attacks targeting their scarce resources, traffic, 
and topology. In addition, large amounts of private information are captured and processed by IoT nodes 
giving rise to serious privacy threats. Hence, ignoring such security and privacy threats can lead to 
undesired consequences that may limit the adoption of the IoT paradigm and realising its full potential. 
This project aims to conduct, beyond state-of-the-art research into novel secure, scalable, intelligent, 
and reliable IoT solutions that protect against IoT security threats and preserve the privacy of its users. 
This includes, but is not limited to, the following: 

- Develop intelligent security countermeasures for a wide range of IoT attacks
- Devise a suite of privacy-preserving solutions for IoT networks that satisfy critical privacy 

requirements
Perspective applicants are encouraged to contact the Supervisor before submitting their applications. 
Applications should make it clear the project you are applying for and the name of the supervisors. 

Academic qualifications 

A first degree (at least a 2.1) ideally in Computer Science with a good fundamental knowledge of 
programming. 

English language requirement 
IELTS score must be at least 6.5 (with not less than 6.0 in each of the four components). Other, 
equivalent qualifications will be accepted.  Full details of the University’s policy are available online. 

Essential attributes: 

• Experience of fundamental IoT security and privacy

• Competent in c/c++ programming

• Knowledge of Machine learning, and Privacy-preserving techniques

• Good written and oral communication skills

• Strong motivation, with evidence of independent research skills relevant to the project

• Good time management
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