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PROJECT DESCRIPTION
In early 2018 when it was revealed that Cambridge Analytica had harvested the personal data of millions

of peoples' Facebook profiles without their consent and used it for political advertising purposes, thus
resulting in a major political scandal, a massive fall in Facebook's stock price and calls for tighter
regulation of tech companies' use of personal data. The scope of this project is to show that publicly
available data on social media can be crawled without the users’ consent and they are more than enough
to provide information about the users’ character and behaviour. The project’s scope is to investigate
how people leak sensitive information through their social media accounts and seek ways that can
increase their privacy against malicious parties that can leverage on it.

Academic qualifications
A first degree (at least a 2.1) ideally in computer science with a good fundamental knowledge of cyber
security.

English language requirement
IELTS score must be at least 6.5 (with not less than 6.0 in each of the four components). Other,
equivalent qualifications will be accepted. Full details of the University’s policy are available online.

Essential attributes:
e Experience of fundamental privacy, data protection, data governance issues and regulatory
frameworks
e Competent in one or more programming languages
o Knowledge of Distributed Ledger Technology (DLT)
e Good written and oral communication skills
e Strong motivation, with evidence of independent research skills relevant to the project
e Good time management

Desirable attributes:

Competent in Python

Fundamental knowledge of machine learning algorithms and techniques
Fundamental knowledge of CUDA library
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