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Dr Pavlos Papadopoulos

Lecturer of Cybersecurity @ ENU

Technical Lead @ TrueDeploy
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Privacy-Preserving Passive DNS

by @ Pavios Papadopoulos 1" 2© ) Nikolaos Pitropakis 1* 2 @ @ William J. Buchanan 1 2O,
2 Owen Lo ' £ and @ Sokratis Katsikas 23 Z©

A Privacy-Preserving Healthcare Framework Using Hyperledger Fabric

by @ Charalampos Stamatellis ! 2© @ Pavlos Papadopoulos 1* &© @) Nikolaos Pitropakis 12 £
@ Sokratis Katsikas 3 2© and @ William J. Buchanan ' 2@

Privacy and Trust Redefined in Federated Machine Learning

by @ Pavlos Papadopoulos 1* 2 © ) will Abramson ' = ) Adam J. Hall 1 £,
5 Nikolaos Pitropakis 12 2@ and @ William J. Buchanan 1 2 ©

Decentralized Privacy: A Distributed Ledger Approach

Pavlos Papadopoulos &9, Nikolaos Pitropakis & & William J. Buchanan
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« Research, Innovation & Enterprise

« Entrepreneur in Residence

« Bright Red Triangle

Original Scope: Privacy-Preserving Healthcare
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How was the external attack carried out?

Software vulnerability exploit 35%

Supply chain/third party breach 33%

Web application exploit (SQLi, XSS, RFI) 32%

Phishing 31%

Social Engineering 30%

Use of weak or stolen credentials 29%

Strategic web compromise 27%

Malspam 26%

Abuse of administrator tools 26%

Exploitation of lost/stolen asset 24%

Source: Forrester Analytics Business Technographics Security Survey, 2021
Base: 530 Security decision-makers with network, data center, app security, or security ops
responsibilities who experienced an external attack when their company was breached
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CODEBASES WITH CODEBASES WITH CODEBASES WITH
OPEN-SOURCE VULNERABILITIES OPEN-SOURCE
SOFTWARE LICENSE

AVERAGE 158 CONFLICTS

OUT OF 1546
CODEBASES 2-28(LE[:)°\RS
ACROSS 17 INDUSTRIES
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NEW BLOG POST

Biden Executive Order Bets ‘ Teat s Shuze
B Bz Oree [ United in Security: US and

Future of US Cybersecurity i UK Vow to Improve
eff Pollard, VP Principal Analys ie Mellen, Analys *®
Software Supply Chains

Rea

d Here

FTC Threatens Legal Action on Unpatched Log4;
Vulnerabilities

New EU cybersecurity rules ensure more secure hardware and software
products
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KNOWING THE INGREDIENTS OF THE CAKE IS GOING TO BE

ESSENTIAL
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LARGE ORGANISATIONS

MEDIUM SIZED
ORGANISATIONS

SMALL BUSINESSES &
STARTUPS
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« KEEP TRACK of all the INGREDIENTS
INn software

« MONITOR VULNERABILITIES and
IMPROVE software security

 FRICTIONLESS COLLECTION
of security artefacts

DO THIS ALL IN A ZERO-TRUST APPROACH USING
DISTRIBUTED LEDGER TECHNOLOGY
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APPLICATION SECURITY 3RP PARTY RISK MANAGEMENT OTHER SECURITY ARTIFACTS
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VISION

“To make Software Secure by bringing Trust and
Transparency into the Software Supply Chain”
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Total Funding: £330,000
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SCALEUPS - 2023

> OVER 50 CUSTOMER ENGAGEMENTS
MULTIPLE PILOT PROJECTS STARTING

GOVERNMENT / DEFENCE - 2023/24
POSITIVE RESPONSE TO INNOVATION
OUTLINE SUBMITTED TO DEFENCE
DIGITAL (MINISTRY OF DEFENCE)

v

REGULATED BUSINESSES - 2024/25

INITIAL PRODUCT FOCUSED ON
HEALTHTECHS AND FINTECHS

Total Funding: £330,000

v



FOUNDERS

Dr Pavlos Papadopoulos

Technical Lead for spinout,
The innovation derived from his PhD research.

Dr Jamie Graves

Ex-CEO of Uleska, Ex-CEO of Zonefox.
Responsible for building and selling Zonefox to
Fortinet.
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Nanik Ramchandani

Commercial Champion for spinout,
More than 20 years of business and investing
experience.
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Prof Bill Buchanan OBE

Core lead in investment opportunities, Chair
DESIGNATE. Has led four research projects to
spinout success (Zonefox, Symphonic, Cyan
Forensics, and MemCrypt). Published over 300
research papers, 30 academic books, and has
links into collaboration networks around the
world. Cryptography expert.

Dr Nick Pitropakis

Associate Professor with extensive
i A experience in highly-impact European

" Horizon funded research projects.
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Senior Software Developer. Been involved with
three prior spin-outs from Edinburgh Napier
University (‘ENU’). Assisting in the development of
the deep tech aspects of our solution.

Aggelos Lagos

Marketing Executive. A young, passionate
undergraduate student at Athens University
of Economics and Business, with experience
in social media and marketing.

RORMRD
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JOIN US IN OUR JOURNEY.
(+ £1.25 Million SEIS / EIS Raise in 2023)

02 INDUSTRY PARTNERS

PARTNER WITH US AND BE OUR
PILOT AND EARLY CUSTOMERS.
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MAINTAINING
SINCE 2003
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Twitter: @TrueDeploy
Web: https://www.truedeploy.com Edlnburgh Na p|er

LinkedIn: https://www.linkedin.com/company/truedeploy UNIVERSITY
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